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DETAILED ACTION 

Continued Examination Under 37 CFR 1.114 

1 . A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. 

Applicant's submission filed on 2/19/2008 has been entered. 

2. This action is responding to application papers filed 10-24-2003. Claim 14 - 30 
are pending. Claim 1 - 30 have been cancelled. Claim 31 - 50 are new. Claim 31, 47 
are independent. 

Response to Arguments 

3. Applicant's arguments filed 2/19/2008 have been fully considered and were 
persuasive, therefore new grounds of rejection have been entered. 

After an additional analysis of the applicant's invention, remarks, and a search of 
the available prior art, it was determined that the current set of prior art consisting of 
Watts (20020129276), Heider (5,276,863) and Largman (20020188887) disclose 
applicant's invention 



Claim Rejections - 35 USC § 103 
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4. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 
102 of this title, if the differences between the subject matter sought to be patented and the prior art are such that the 
subject matter as a whole would have been obvious at the time the invention was made to a person having ordinary 
skill in the art to which said subject matter pertains. Patentability shall not be negatived by the manner in which the 
invention was made. 

5. Claims 31 - 50 are rejected under 35 U.S.C. 103 (a) as being unpatentable over 
Watts (US PGPUB No. 20020129276) in view of Heider (US Patent No. 5,276,863) and 
further in view of Largman et al. (US PGPUB No. 20020188887). 

With Regards to Claim 31, Watts discloses a computing system for securely accessing 
two separate networks, comprising: 

a) a central processing unit which is able to operate in a first and a second 
operation status; (see Watts paragraph [0046], lines 1-3: use a general purpose 
processor and software) 

b) a first and a second network adaptor which is connected with a first network and 
a second network in said first and said second operation status respectively, 
wherein said two networks are physically separated; (see Watts paragraph 
[0030], lines 1-11: Ethernet connection (network adapter); second is a network 
connection for data transfer with Access network; third is a network connection 
for data transfer with host network; (Host and Access networks)) and 

c) a switch device operatively communicated with said central processing unit to 
switch said operation status between said first and second operation status (see 
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Watts paragraph [0013], lines 4-13: switch between networks), wherein in said 
first operation status, said central processing unit is switched to access operation 
status information from said storage unit, and said computing system is 
connected with said first network, wherein in said second operation status, said 
central processing unit is switched to access operation status information from 
said storage unit, and said computing system is connected with said second 
network, (see Watts paragraph [0028], lines 1-6: switch box: has a connection 
for the Host network to pass data; a connection for the Access network to pass 
data) 

Watts does not specifically disclose a storage unit storing information of said 
operation status respectively wherein said information of said first and said second 
operation status is utilized by said central processing unit to execute computing 
operation in said operation status respectively. And, Watts does not specifically 
disclose that during the switching of operation status said central processing unit 
doesn't execute other computing operations. However, Heider discloses wherein a 
storage unit storing information of said operation status respectively wherein said 
information of said first and said second operation status is utilized by said central 
processing unit to execute computing operation in said operation status respectively 
(see Heider col. 15, lines 64-67: save state information for resumption, capability to 
switch between a first status state and a second status state) and during the 
switching of operation status said central processing unit doesn't execute other 
computing operation (see Heider coi. 14, lines 15-17: non-maskable interrupt (i.e. 
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NMI) to perform request (i.e. command)) 

It would have been obvious to one of ordinary skill in the art to modify Watts 
where during the switching of operation status said central processing unit doesn't 
execute other computing operation as taught by Heider. One of ordinary skill in the 
art would have been motivated to employ the teachings of Heider in order to 
eliminate any need to separately upgrade a number of computer systems when 
revisions are made in the computer systems themselves or in the procedures used 
for management, maintenance, and debugging, (see Heider col. 4, lines 7-13: " ... 
It may be beneficial to provide a single point in a network at which multiple computer 
systems can be managed. Such an approach may eliminate any need to separately 
upgrade a number of computer systems when revisions are made in the computer 
systems themselves or in the procedures used for management, maintenance, and 
debugging. ...") 

Watts-Heider does not specifically disclose a first and a second storage unit. 
However, Largman disclose a first and a second storage unit, (see Largman 
paragraph [0021], lines 1-12: switch between entire sets of storage devices, network 
connections) 

It would have been obvious to one of ordinary skill in the art to modify Watts- 
Heider for a first and a second storage device as taught by Largman. One of 
ordinary skill in the art would have been motivated to employ the teachings of 
Largman in order to more easily create and update templates used in network 
repairs, perform software installations and "updates" of client computers, (see 
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Largman paragraph [0006], lines 12-17: "... Additionally, this gave us the ability to 
construct computers that could be used by network administrators to rapidly switch 
between large numbers of data storage devices, and therefore, more easily create 
and update templates used in network repairs, perform software installations and 
"updates " of client computers. ...") 



With Regards to Claim 32, Watts discloses the computing system, as recited in claim 
31 , wherein said switch device comprises a status switch command input unit adapted 
to trigger an input signal for switching between said first operation status and said 
second operation status (see Watts paragraph [0031], lines 1-4: data packets pass back 
and forth from host network connection to node network connection or back and forth 
from access network to node network connection); a secured switch control unit 
communicating with said command input unit and said central processing unit in such a 
manner that when said input signal is triggered, said secured switch control unit is 
adapted to generate a switch control signal which is then transmitted to said central 
processing unit for initialing a switching task between said first operation status and said 
second operation status (see Watts paragraph [0030], lines 9-1 1 : fourth network 
connection is a connection for control of the switch box through the host network 
(control signal for controlling switch box)); and a connection switch unit communicating 
with said secured switch control unit for switching connection between said storage unit 
and said first and second network when said central processing unit is ready, (see 
Watts paragraph [0028], lines 1-6: switch box: computer uses connection to control 
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which network (first and second) is connected to the node) 

Watts-Heider does not specifically disclose a first and a second storage unit. However, 
Largman disclose a first and a second storage unit, (see Largman paragraph [0021], 
lines 1-12: switch between entire set of storage devices, network connections) 

It would have been obvious to one of ordinary skill in the art to modify Watts-Heider 
for a first and a second storage device as taught by Largman. One of ordinary skill in 
the art would have been motivated to employ the teachings of Largman in order to more 
easily create and update templates used in network repairs, perform software 
installations and "updates" of client computers, (see Largman paragraph [0006], lines 
12-17) 

With Regards to Claim 33, Watts discloses the computing system, as recited in claim 
32, switch control unit, (see Watts paragraph [0028], lines 1-6: switch box (control unit); 
computer uses connection to control which network is connected to the node) Watts 
does not specifically disclose secured switch prevents said central processing unit from 
performing other program and reacting to other interrupts. However, Heider discloses 
wherein during said switching process, secured switch prevents said central processing 
unit from performing other program and reacting to other interrupts, (see Heider col. 14, 
lines 15-17: non-maskable interrupt (i.e. NMi) utilized to process command(s)) 

It would have been obvious to one of ordinary skill in the art to modify Watts for the 
secured switch to prevent said central processing unit from performing other program 
and reacting to other interrupts as taught by Heider. One of ordinary skill in the art 
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would have been motivated to employ the teachings of Heider in order to eliminate any 
need to separately upgrade a number of computer systems when revisions are made in 
the computer systems themselves or in the procedures used for management, 
maintenance, and debugging, (see Heider col. 4, lines 7-13) 

With Regards to Claim 34, Watts discloses the computing system, as recited in claim 

33. (see Watts paragraph [0028], lines 1-6: switch box (control unit); computer uses 
connection to control which network is connected to the node) Watts does not 
specifically disclose a non-maskable interrupt (NMI). However, Heider discloses 
wherein said secured switch control unit sends a non-maskable interrupt (NMI) to said 
central processing unit to execute operation status switching when said input signal is 
triggered, (see Heider col. 14, lines 15-17: non-maskable interrupt (i.e. NMI) utilized to 
process command(s)) 

It would have been obvious to one of ordinary skill in the art to modify Watts for a 
non-maskable interrupt (NMI) as taught by Heider. One of ordinary skill in the art would 
have been motivated to employ the teachings of Heider in order to eliminate any need 
to separately upgrade a number of computer systems when revisions are made in the 
computer systems themselves or in the procedures used for management, 
maintenance, and debugging, (see Heider col. 4, lines 7-13) 

With Regards to Claims 35, 36, Watts discloses the computing system, as recited in 
claim 32, wherein said secured switch control unit, (see Watts paragraph [0028], lines 1- 
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6: switch box (control unit); computer uses connection to control which network is 
connected to the node) Watts does not specifically disclose an identification 
verification unit which is adapted to verify identity of a user giving said external 
switching command. However, Heider discloses further comprising an identification 
verification unit which is adapted to verify an identify of a user giving said external 
switching command so as to ensure said switching between said first operation status 
and said second operation status is carried out by an authorized and legitimate user. 
However, Heider discloses wherein an identification verification unit which is adapted to 
verify an identify of a user giving said external switching command so as to ensure said 
switching between said first operation status and said second operation status is carried 
out by an authorized and legitimate user, (see Heider col. 14, lines 26-34: authorization 
and authentication performed (i.e. user identity, ID verification), switch operation only 
allowed if authorization succeeds) 

It would have been obvious to one of ordinary skill in the art to modify Watts for an 
identification verification unit which is adapted to verify an identity of a user giving said 
external switching command as taught by Heider. One of ordinary skill in the art would 
have been motivated to employ the teachings of Heider in order to eliminate any need 
to separately upgrade a number of computer systems when revisions are made in the 
computer systems themselves or in the procedures used for management, 
maintenance, and debugging, (see Heider col. 4, lines 7-13) 



With Regards to Claims 37, 38, Watts discloses the computing system, as recited in 
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claim 35. (see Watts paragraph [0028], lines 1-6: switch box (control unit); computer 
uses connection to control which network is connected to the node) Watts does not 
specifically disclose a first random access memory module, a first display memory 
module, and a first hard disk. However, Largman discloses wherein said first storage 
unit of said first operation status comprises a first random access memory module, a 
first display memory module, and a first hard disk, wherein said second storage unit of 
said second operation status comprises a second random access memory module, a 
second display memory module, and a second hard disk, wherein said connection of 
the central processing unit to said first random access memory module, first display 
memory module, and first hard disk, or to said second random access memory module, 
second display memory module, and second hard disk is switched by said connection 
switch unit, (see Largman paragraph [0021], Sines 1-12: switch between entire sets of 
storage devices (first and second storage systems), network connections) 

It would have been obvious to one of ordinary skill in the art to modify Watts-Heider 
for a first random access memory module, a first display memory module, and a first 
hard disk as taught by Largman. One of ordinary skill in the art would have been 
motivated to employ the teachings of Largman in order to more easily create and 
update templates used in network repairs, perform software installations and "updates" 
of client computers, (see Largman paragraph [0006], lines 12-17) 

With Regards to Claims 39, 40, 41, 42, Watts discloses the computing system, as 

recited in claim 32. (see Watts paragraph [0028], Sines 1-6: switch box (control unit); 
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computer uses connection to controi which network is connected to the node) However, 
Heider discloses wherein said secured switch control unit comprises a write-protect 
memory communicating with said central processing unit, wherein said write-protect 
memory stores the control commands for said central processing unit to perform 
operation status switching; and a monitoring unit adapted to receive said input signal for 
switching operation status from said command input unit, and interrupt said central 
processing unit to perform said control commands for operation status switching, (see 
Heider col, 14, lines 15-17: non-maskable interrupt (i.e. NMI) utilized to process 
command(s); col. 17, line 63 - col. 18, line 4: command capability (controi commands)) 

It would have been obvious to one of ordinary skill in the art to modify Watts for 
control commands and to receive an input signal for switching status (a non-maskable 
interrupt (NMI)) as taught by Heider. One of ordinary skill in the art would have been 
motivated to employ the teachings of Heider in order to eliminate any need to separately 
upgrade a number of computer systems when revisions are made in the computer 
systems themselves or in the procedures used for management, maintenance, and 
debugging, (see Heider col. 4, lines 7-13) 

With Regards to Claims 43, 44, 45, 46, Watts discloses the computing system, as 

recited in claim 39. (see Watts paragraph [0028], lines 1-6: switch box (controi unit); 
computer uses connection to control which network is connected to the node) 
However, Heider discloses wherein further comprises a set trigger electrically 
connected to said monitoring unit for sending out a NMI signal to said central 
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processing unit when switching operation status is allowed, and a reset trigger 
electrically connected to said monitoring unit and said set trigger in such a manner that 
when switching of said two operation statuses is finished, said monitoring unit is 
adapted to send a signal to said reset trigger, which then reset said set trigger and 
mask said switching function of said connection switch unit for preventing illegitimate 
switching between said two statuses, (see Heider coi. 14, lines 15-17: non-maskable 
interrupt (i.e. NMS) utilized to process command(s); col. 14, lines 35-38: authorization 
fails, reset saved state (i.e. ON state, console state); col. 14, lines 15-17: non-maskable 
interrupt (i.e. NM!) utilized during reset operation) 

It would have been obvious to one of ordinary skill in the art to modify Watts for 
masking said switching function of said connection switch unit for preventing illegitimate 
switching between said two statuses (a non-maskable interrupt (NMI)) as taught by 
Heider. One of ordinary skill in the art would have been motivated to employ the 
teachings of Heider in order to eliminate any need to separately upgrade a number of 
computer systems when revisions are made in the computer systems themselves or in 
the procedures used for management, maintenance, and debugging, (see Heider col. 4, 
lines 7-13) 

With Regards to Claim 47, Watts discloses a method of securely switching at least two 
operation statuses to access at least two physically separated networks alternatively, 
wherein said method comprises the steps of: 

(f) connecting to a second network; (see Watts paragraph [0028], lines 1-6: switch 
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box (control unit); computer uses connection to control which network is 

connected to the node) 
(k) connecting to said first network; (see Watts paragraph [0028], lines 1-6: switch 

box (control unit); computer uses connection to control which network is 

connected to the node) 
(m) switching back to said first operation status, (see Watts paragraph [0028], lines 

1-6: switch box (control unit); computer uses connection to control which network 

is connected to the node) 

Watts does not specifically disclose: (a) receiving a request; (b) analyzing said 
request; (c) sending a non-maskabie interrupt; save information of said first 
operation status; (g) reading information of said second operation; and (h) 
processing requested function. 
However, Heider discloses: 

(a) receiving a request for switching said computing system from a first operation 
status to a second operation status by a command input unit; (see Heider col. 5, 
lines 53-63; col. 13, lines 48-49: perform switch, from one state to another state; 
col. 14, lines 15-17: non-maskable interrupt (i.e. NMI) to perform request (i.e. 
command); col. 17, line 63 - col. 18, line 4: command capability) 

(b) analyzing said request for switching to determine whether to execute; (see 
Heider col. 14, lines 26-34: authorization and authentication performed (i.e. user 
identity, !D verification), switch operation only allowed if authorization succeeds) 

(c) sending a non-maskable interrupt to said central processing unit to process 
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operation status switching if said request switching is accepted; (see Heider col. 
14, lines 15-17: non-maskable interrupt (i.e. NMI) utilized to process 
command(s)) 

(d) saving information of said first operation status in a first storage unit; (see Heider 
col. 15, lines 64-67: save state information for resumption) 

(g) reading information of said second operation status; (see Heider col. 15, lines 64- 
67: access state information for resumption)) 

(h) processing requested function in said second operation status; (see Heider col. 
5, lines 53-63; col. 13, lines 48-49: perform switch, from one state to another 
state; col. 17, line 63 - col. 18, line 4: command capability) 

(i) saving information of said second operation status; (see Heider col. 15, lines 64- 
67: save state information for resumption)) 

(I) reading information of said first operation status; (see Heider col. 15, lines 64-67: 
access state information for resumption)) 
It would have been obvious to one of ordinary skill in the art to modify Watts for: 
(a) receiving a request; (b) analyzing said request; (c) sending a non-maskable 
interrupt; save information of said first operation status; (g) reading information of 
said second operation; and (h) processing requested function as taught by Heider. 
One of ordinary skill in the art would have been motivated to employ the teachings of 
Heider in order to eliminate any need to separately upgrade a number of computer 
systems when revisions are made in the computer systems themselves or in the 
procedures used for management, maintenance, and debugging, (see Heider col. 4, 
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lines 7-13) 

Watts does not specifically disclose connecting to a second storage unit and 
connecting to a first storage unit. 
However, Largman discloses: 

(e) connecting to a second storage unit; (see Largman paragraph [0021], lines 1-12: 
switch between entire sets of data storage devices (first and second storage 
units)) 

(j) connecting to said first storage unit; (see Largman paragraph [0021], lines 1-12: 
switch between entire sets of data storage devices (first and second storage 
units)) 

It would have been obvious to one of ordinary skill in the art to modify Watts- 
Heiderfor connecting to a second storage unit and connecting to a first storage unit 
as taught by Largman. One of ordinary skill in the art would have been motivated to 
employ the teachings of Largman in order to more easily create and update 
templates used in network repairs, perform software installations and "updates" of 
client computers, (see Largman paragraph [0006], lines 12-17) 

With Regards to Claim 48, Watts discloses the method, as recited in claim 47, further 
comprising switching said computing system from said first operation status to said 
second operation status, (see Watts paragraph [0028], lines 1-6: switch box (control 
unit); computer uses connection to control which network is connected to the node) 
Watts does not specifically disclose verifying an identification of a user executing said 
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request for switching. However, Heider discloses wherein in step (b) further comprises 
a step of verifying an identification of a user executing said request for switching said 
computing system, (see Heider co!. 14, iines 26-34: authorization and authentication 
performed (i.e. user identity, ID verification), state switch only allowed if authorization 
succeeds) 

It would have been obvious to one of ordinary skill in the art to modify Watts for 
verifying an identification of a user executing said request for switching as taught by 
Heider. One of ordinary skill in the art would have been motivated to employ the 
teachings of Heider in order to eliminate any need to separately upgrade a number of 
computer systems when revisions are made in the computer systems themselves or in 
the procedures used for management, maintenance, and debugging, (see Heider col. 
4, lines 7-13) 

With Regards to Claim 49, Watts discloses the method, as recited in claim 48. (see 
Watts paragraph [0028], iines 1-6: switch box (control unit); computer uses connection 
to control which network is connected to the node) Watts does not disclose masking a 
switching function during said switching of operation status, so as to minimize a 
possibility of said operation status being switched illegitimately. However, Heider 
discloses wherein a step of masking a switching function during said switching of 
operation status, so as to minimize a possibility of said operation status being switched 
illegitimately, (see Heider col. 5, lines 53-63; col. 13, iines 48-49: perform switch, from 
one state to another state; col. 14, lines 15-17: non-maskable interrupt (i.e. NMI) to 
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perform request (i.e. command)) 

It would have been obvious to one of ordinary skill in the art to modify Watts for 
masking a switching function during said switching of operation status, so as to 
minimize a possibility of said operation status being switched illegitimately as taught by 
Heider. One of ordinary skill in the art would have been motivated to employ the 
teachings of Heider in order to eliminate any need to separately upgrade a number of 
computer systems when revisions are made in the computer systems themselves or in 
the procedures used for management, maintenance, and debugging, (see Heider col. 4, 
lines 7-13) 

With Regards to Claim 50, Watts discloses the method, as recited in claim 49, further 
comprises a step of said processing operation status switching is executed by a 
prearranged control program, (see Watts paragraph [0028], lines 1-6: switch box 
(control unit); computer uses connection to control which network is connected to the 
node; paragraph [0046], lines 1-3: implementation using custom integrated circuits or a 
general purpose processor and software) Watts does not specifically disclose ensuring 
that said processing operation status switching is executed so as to prohibit illegitimate 
switching of said operation status. However, Heider discloses wherein a step of 
ensuring that said processing operation status switching is executed so as to prohibit 
illegitimate switching of said operation status, (see Heider col. 5, lines 53-63; col. 13, 
lines 48-49: perform switch, from one state to another state; col. 14, lines 15-17: non- 
maskable interrupt (i.e. NMI) to perform request (i.e. command)) 
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It would have been obvious to one of ordinary skill in the art to modify Watts for 
ensuring that said processing operation status switching is executed so as to prohibit 
illegitimate switching of said operation status as taught by Heider. One of ordinary skill 
in the art would have been motivated to employ the teachings of Heider in order to 
eliminate any need to separately upgrade a number of computer systems when 
revisions are made in the computer systems themselves or in the procedures used for 
management, maintenance, and debugging, (see Heider col. 4, lines 7-13) 



Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Carlton V. Johnson whose telephone number is 571- 
270-1032. The examiner can normally be reached on Monday thru Friday , 8:00 - 
5:00PM EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser Moazzami can be reached on 571-272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
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you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
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Examiner 
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